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Abstract
In the midst of an ensuing arms race between
adversarial examples and defense methods, the
problem of robustness against adversarial attacks
remains unsolved even on the toy MNIST dataset.
This paper proposes a novel, simple yet effective
defense strategy. Given an off-manifold adversarial sample, our algorithm drives the adversarial samples towards high density regions of the
data generating distribution of the target class by
Metroplis-adjusted Langevin algorithm (MALA)
with perceptual boundary taken into account. Although the motivation is similar to projection
methods, e.g., Defense-GAN, our method, called
MALA for DEfense (MALADE) is equipped with
significant dispersion—projection is distributed
broadly, and therefore any attack cannot accurately align the input so that the MALADE moves
it to a targeted untrained spot where the model predicts a wrong label. In our experiment, MALADE
exhibited state-of-the-art performance against various elaborate attacking strategies.

1. Introduction
Deep neural networks (DNNs) (Krizhevsky et al., 2012;
LeCun et al., 1998; Szegedy et al., 2015; Simonyan & Zisserman, 2014; He et al., 2016) have shown excellent performance in many applications, while they are known to
be susceptible to adversarial attacks, i.e., examples crafted
intentionally by adding slight noise to the input (Goodfellow
et al., 2014; Papernot et al., 2017; Bruna et al., 2013; Nguyen
et al., 2015; Evtimov et al., 2017; Athalye & Sutskever,
2017). These two aspects are considered to be two sides
of the same coin: deep structure induces complex interactions between weights of different layers, which provides
flexibility in expressing complex input-output relation with
relatively small degrees of freedom, while it can make the
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Figure 1. Top-left image is the original image while the next image
is the adversarial image crafted for it. Top-row shows the steps
N = 1, 10, and 25 of MALADE and the bottom-row shows the
sampling using MALA based on the marginal training distribution
p(x). Since MALADE has prior knowledge of the target labels,
the gradient flow drives it towards the right class. With MALA, the
flow of the gradients can lead it to a cluster of neighboring classes.

output function unpredictable in spots where training samples exist sparsely. If adversarial attackers would manage
to find such spots in the input space close to a real sample,
they can manipulate the behavior of classification, which
can lead to a critical risk of security in applications, e.g.,
self-driving cars, for which high reliability is required.
Existing defense strategies can be roughly classified into
three categories: (i) incorporation of adversarial samples in
the training phase (Tramèr et al., 2017; Papernot et al., 2016;
Strauss et al., 2017; Gu & Rigazio, 2014; Lamb et al., 2018;
Madry et al., 2017; Kannan et al., 2018; Liu et al., 2018;
Xie et al., 2018), (ii) projection of adverserial samples onto
the estimated data manifold (Schott et al., 2018; Song et al.,
2017; Samangouei et al., 2018; Ilyas et al., 2017; Lamb et al.,
2018; Shen et al., 2017), and (iii) preprocessing to destroy
elaborate spatial coherence hidden in adversarial samples
(Guo et al., 2017; Liao et al., 2017; Meng & Chen, 2017; Xie
et al., 2017). Since the methods in category (iii) have been
rendered ineffective against elaborate attacking strategies
(Athalye et al., 2018; Uesato et al., 2018; Engstrom et al.,
2018), this paper focuses on the first two categories.
Based on previous successes and failures, this paper proposes a novel defense strategy, where adversarial samples
are driven towards high density areas of the data manifold. Our approach is to relax the adversarial sample by
Metropolis-adjusted Langevin algorithm (MALA) (Roberts
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Figure 2. Classification accuracy on MNIST against (a) PGD-L∞ , (b) PGD-L2 , and (c) EAD attacks. The curves correspond to the
original convolutional neural network (CNN) classifier, the CNN classifier protected by MALADE (CNN+MALADE), the Madry
classifier (Madry et al., 2017), and the Madry classifier protected by MALADE (Madry+MALADE). In each plot, the horizontal axis
indicates the intensity of the adversarial perturbations, i.e., ε for PGD and log c for EAD. All plots show that MALADE significantly
boosts the robustness of both classifiers.

& Rosenthal, 1998; Roberts et al., 1996), an efficient
Markov chain Monte Carlo (MCMC) sampling method.
MALA requires the gradient ∇x log p(x) of the energy
function, which corresponds to the gradient of the log probability or the score function of the training data. However,
just naively applying MALA would have an apparent drawback: if there exist high density regions (clusters) close to
each other but not sharing the same label, MALA could
drive a sample into another cluster, which degrades the
classification accuracy. To overcome this drawback, we
replace the (marginal) training distribution p(x) with the
conditional training distribution p(x|y) given label y. More
specifically, our novel defense method, called MALA for
defense (MALADE), relaxes the adversarial sample based
on the conditional gradient ∇x log p(x|y) by using a novel
estimator for the conditional gradient without knowing the
label y of the test sample. Thus, MALADE drives the adversarial sample towards high density regions of the data
generating distribution for the original class, where the classifier is well trained to predict the correct label.
In our experiment, we show that MALADE performs comparably to the state-of-the-art methods for the known attacks with low perturbation intensity, while it significantly
outperforms the state-of-the-art methods for unknown attacks or for high perturbation intensity. We also show an
additional advantage of our method as a projection method—
MALADE can be combined with the state-of-the-art method
in category (i), which further boosts the performance.

2. Proposed Method
Metropolis-adjusted Langevin Algorithm (MALA
MALA is an efficient Markov chain Monte Carlo (MCMC)
sampling method which uses the gradient of the energy
(negative log-probability E(x) = − log p(x)). Sampling is

performed sequentially by
xt+1 = xt + α∇x log p(xt ) + κ,

(1)

where α is the step size, and κ is random perturbation
subject to N (0, δ 2 I L ). By appropriately controlling the
step size α and the noise variance δ 2 , the sequence is known
to converge to the distribution p(x).1 Nguyen et al. (2016)
successfully generated realistic artificial images that follow
the natural image distribution with the gradient estimated by
denoising autoencoders (DAE). They relied on the following
proposition:
Proposition 1 (Alain
&
Bengio,
2014)
The
function r(x)  minimizing the DAE objective
Ep(x)N (ν;0,σ2 I L ) kr(x + ν) − xk2 satisfies
r(x) − x = σ 2 ∇x log p(x) + o(σ 2 ) as σ 2 → 0.

(2)

MALA for DEfense (MALADE) MALADE performs
sampling on the joint distribution p(x, y)
xt+1 = xt + αEp(y|xt ) [∇x log p(xt , y)] + κ.

(3)

with the gradient estimated by the supervised DAE (sDAE).
PK
Theorem 1 Let J(x, y) = − k=1 yk log ybk (x) be the
b ∈ [0, 1]K
cross entropy loss of the classifier output y
for the true label y, and assume that the classifier
output accurately reflects the conditional probabilb (x) = p(y|x), then
ity of the training data, i.e., y
the function r(x) minimizing the sDAE objective
1

For convergence, a rejection step after Eq.(1) is required.
However, it was observed that a variant, called Mala-approx
(Nguyen et al., 2016), without the rejection step gives reasonable sequence for moderate step sizes. We use Mala-approx in our
proposed method.
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Table 1. Classification performance of defense methods against whitebox and blackbox attacks on MNIST. The intensity of perturbation is
set to  = 0.3, 0.4 for FGSM, PGD-L∞ and MIM, and to  = 4 for PGD-L2 . For EAD, we set β = 0.01 and c = 0.01.

Setting

Norm

Attack

CNN

Madry

CNN + MALADE

Madry + MALADE

FGSM
PGD
R+PGD
BPDA
BPDAwEOT
MIM

11.77
0.00
0.00

97.52
93.71
97.66

93.54
94.22
92.65
84.74
82.48
94.32

95.59
95.76
93.51
94.70
91.54
94.53

worst case

0.00

93.71

82.48

91.54

PGD
BPDA
BPDAwEOT

0.00
-

0.02
-

93.51
66.16
62.15

92.18
83.90
80.65

worst case

0.00

0.02

62.15

80.65

FGM
PGD
CW

30.79
0.01
0.00

97.68
92.68
85.53

94.68
95.91
90.07

96.05
96.76
91.14

worst case

0.0

85.53

90.07

91.14

L2 -L1

EAD

0.00

0.01

31.00

30.59

ρ = 0.25
T = 5, 000

SaltnPepper
Boundary Attack

36.49
32.39

41.61
1.10

80.41
93.79

80.72
95.80

worst case

32.39

1.10

80.41

80.72

L∞
 = 0.3

whitebox

L∞
 = 0.4

L2

blackbox



Ep(x,y)N (ν;0,σ2 I L ) kr(x + ν) − xk2 − 2σ 2 J(x + ν, y)
satisfies
r(x) − x = σ 2 Ep(y|x) [∇x log p(x, y)] + O(σ 3 ).

(4)

Since p(x, y) = p(x|y)p(y), if the label distribution is
flat (or equivalently the number of training samples for all
classes is the same), i.e., p(y) = 1/K, the residual of sDAE
gives
r(x) − x = σ 2 Ep(y|x) [∇x log p(x|y)] + O(σ 3 ).
The first term is the gradient of the log-conditionaldistribution on the label, where the label is estimated from
the prior knowledge (the expectation is taken over the training distribution of the label, given x). If the number of training samples are non-uniform over the classes, the weight (or
the step size) should be adjusted so that all classes contribute
equally to the training.

3. Experiments
3.1. MNIST
We perform elaborate experiments on MNIST applying
MALADE on CNN as well as state-of-the-art model Madry
(Madry et al., 2017). Fig. 2 shows classification accuracy of

defense methods against PGD-L∞ and PGD-L2 and EAD.
The attacking strategies tested in Fig. 2 are not optimized
for stochastic defense methods. Hence, we chose BPDA and
EOT as reasonable whitebox attacks against MALADE. Fig.
4 shows the performance of "Mardy + MALADE" against
PGD-L∞ , BPDA, EOT, and their reasonable combinations.
Table 1 summarizes classification performance of defense
strategies against various attacks. We see that, although
BPDA and EOT reduce the accuracy of Madry + MALADE
to some extent, their effect is limited and even in the worst
case, i.e., against "BPDA with EOT", Madry + MALADE
performs better than the baseline methods, i.e., ABS and
Madry against PGD-L∞ attack. Although MALADE is outperformed by Madry up to  = 0.3, it outperforms Madry
in the other cases, i.e., against PGD-L∞ with BPDA and
EOT for larger intensity  = 0.4, PGD-L2 , and EAD. Table 1 also shows results under the blackbox scenario with
the state-of-the-art attacking strategies, SaltnPepper and
Boundary attack. The table clearly shows high robustness
of MALADE against those attacks, while Madry exhibits
its vulnerability against them.
3.2. CIFAR10 and TinyImagenet
Here we apply our defense strategy for larger datasets. Tables 2 report on classification accuracy on CIFAR10 and on
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Table 2. Summary of classification performance on CIFAR10 and TinyImagenet. For PGD attack, the number of steps was fixed at 100.
For blackbox attacking scenario, the lowest row gives the worst case result over the considered attacking strategies.

Dataset

Setting

Condition

Attack

CNN

Madry

CNN + MALADE

Madry + MALADE

whitebox

L∞ ε = 8
L∞ ε = 16

PGD
PGD

0.00
0.00

32.86
10.28

0.48
0.16

33.89
11.46

blackbox

ρ = 0.05
T = 10, 000

SaltnPepper
Boundary Attack

13.54
12.76

11.09
34.97

15.19
17.72

11.12
73.57

worst case

12.76

11.09

15.19

11.12

CIFAR10

Dataset
Tiny-

Setting

Condition

Attack

CNN

ALP

CNN + MALADE

ALP + MALADE

whitebox

L∞ ε = 1
L∞ ε = 4

PGD
PGD

9.49
0.20

27.05
12.78

10.07
0.26

31.80
13.23

blackbox

ρ = 0.05
T = 10, 000

SaltnPepper
Boundary Attack

2.45
9.12

9.91
7.38

6.23
63.54

9.94
44.35

worst case

2.45

7.38

6.23

9.94

Imagenet
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Figure 3. PGD-L∞
Figure 4. Classification accuracy on MNIST dataset against PGD
L∞ attacks adapted for MALADE.

TinyImagenet, respectively, against whitebox (PGD-L∞ )
and blackbox (SaltnPepper and Boundary) attacks. On
TinyImagenet, we show the performance of ALP (Kannan et al., 2018) as the baseline defense method. Similarly to Madry+MALADE, it is straightforward to combine
MALADE and ALP to form ALP+MALADE.
Overall, classification accuracy is not high, which reflects
the fact that the state-of-the-art has not achieved satisfactory
level of robustness against adversarial attacks in the scale of
CIFAR10 and TinyImagenet datasets. However, the observation that MALADE consistently improves the robustness
of classifiers implies that our approach is a hopeful direction
for solving the issue of defense against adversarial attacks

In this work we have proposed to use MALA, which is
guided through a sDAE - MALADE. This framework allows to drive the adversarial samples towards the underlying
data manifold and thus towards the high density regions of
the data generating distribution which were originally used
for training the nonlinear learning machine. We have empirically showed that MALADE is fairly robust—it compares
favorably or significantly outperforms the state-of-the-art
defense methods under different adversarial scenarios and
attacking strategies.
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